MeToanyeckue peKOMeHAal UM 0 UCIOJIb30BAHUIO IPOIPAMMHOI0
o0ecrneyeHHs HA M0Jb30BaTEIbCKUX YCTPOMCTBAX (KOMIILIOTEPHI,
IUVIAHIIEThI, CMAPT(OHBI), a TAKKE YCIAYI ONEPaTOPOB COTOBOM U

(puxcUpoBaHHOH CBA3H, NIPE1YyCMATPUBAIOIIUX KOHTEHTHYIO GUIbTPALMIO
(0,10kupPOBKY) HH(pOPMALMOHHBIX pecypcoB B ceTu MHTepHET,ClIOCOOHBIX
NPUYMHUTH Bpe/l 310POBbIO AeTel

Jlnst  orpaHWuYeHUs JOCTyNa JeTed K HEeXelaTeIbHOMY, OIMAacCHOMY
KOHTEHTY B HACTOAIIEE BpeMs HMEEeTCS BO3MOXKHOCTh BBIOpaTh Kak
KOMMEPYECKOE, TaK U CBOOOIHO paCpOCTPaHIEMOE MPOrpaMMHOE 00ecIieyeHne
U CEepBHCH], TapuHbIe TMIaHB TUOO0 omimu MHTepHET-MpoBaiinepoB, TUO0
CHeIMaIbHbIE BO3MOXXHOCTH aHTHUBUPYCHBIX MPOTPAMM.

[TpuHIMT  pabOTHI ATHUX CHUCTEM OOBIYHO CTPOUTCA HA YEPHBIX
(3ampenieHHbIx) W OenbIX (pa3pellieHHBIX) CHUCKaX, JUOO Ha OCHOBE
bunbTpamu. Haubosee mupokoe pacupocTpaHEHUE MOTYUUIN TPU aIrOpUTMa
buabTpanuu:

bunbTpaMss MO  KIIOYEBBIM  clloBaM  (KOHKPETHBIE  CJIOBA U
CJIOBOCOYETAHHS MCTIONB3YIOTCS JJIsl BKIIFOUSHUST OJIOKUPOBKH BeO-caiiTa);

TuHaMu4eckast puibTpanus (CoaepKUMoe 3arpanimBaeMoro Bed-pecypea
aHaJIM3UPYeTCsT B MOMEHT OOpallleHus, 3arpy3ka CTpaHUI] pecypca B Opaysep
OJIOKUPYETCSI, €CIU COACPKUMOE ONPEACIIAETCS KaK HeXeJlaTelbHOe);

URL-dunbrpanus  (3ampaimivBaemasi CTpaHULIA WM 1EJIbIM  JTOMEH,
HanpuMmep, dOSUQg.NU, MOTYT OBITH ONPEACICHBI WM KAaTETOPHPOBAHBI Kak
HEXKENATEeNbHBI pecypc, BCJIEACTBHE 4YEro JAOCTYyNl K TakuM CTpaHHLIAM
OJIOKUpYETCSI).

Jlyymne B MHpe CUCTEMBbI KOHTEHTHOH (uuibTpanuu ucnoys3yror URL-
bunbpTpaIio, OCHOBaHHYIO Ha aHalM3€ U Kateropusanuu MHTepHEeT-pecypcoB.
Takolt mexaHusM mpu3HaH HauOosiee 3(PPEKTUBHBIM METOAOM (DUIbTpAIUU
KOHTEHTA.

Jis ~ orpaHWueHusT  JOCTyNa  HECOBEPIIEHHOJNIETHUX  JHI K
HEXKENATeIbHOMY HJIM OMACHOMY KOHTEHTY C HACTOJBHBIX KOMITBIOTEPOB U
MOOUJIBHBIX YCTPOWCTB MOXXHO HCIOJB30BaTh /JAONMOJHUTEIbHbIE ONIMH,
npeajiaraeMble 0oabmUHCTBOM HHTepHeT-mIpoBaiaepoB. /[lnga 3Toro
HEOOXO0IMMO OOpaTUThCS B CHYKOy TEXHUYECKOW TMOJACpKKHU IpoBaiiaepa
(temehoH maHHOW CIIy’)kObI OOBIYHO YKa3aH B JIOTOBOPE) W BBICKA3aTh
NOKEJIAHWE MOJKIIIOUYEHUsI AaHHOW yciyru. Jlamee HeoOXOIHMMO ClIe0BaTh
UHCTPYKIIUSIM OTIepaTopa.

MOXHO TakKe HCIOJIb30BaTh CHENHAJIM3MPOBAHHOE INPOrpaMMHOe
o0ecnieuenne u cepBuchl. Hanbosee nomynsipHble, HEKOMMEPUYECKUE BEPCUU:
SkyDNS, NetPolice Child, Eyes Relax, Parental Control Bar, Norton Online
Family, NetPolice Lite. IlomruMoO 3TOro CymIecTByeT BO3MOXKHOCTH BBEICHUS
OTpaHMYEHUS JIOCTya K HEXeNaTeJIbHBIM calTaM IyTeM YCTaHOBKHU
nononHenuit (pacumpenuit) B MuTepHer-Opaysepax, Takux Kak: Internet
Explorer, Mozilla FireFox, Chrome, Opera u apyrux.



OOpaiiaeM BHUMaHUE, YTO Ha JOMAIIHUX KOMIBIOTEpaX TAKKE MOXKHO
3a/IciICTBOBaTh AHTUBHPYCHbIe mporpamMmbl ¢ (QyHkiuen «Pogurenbekuii
KOHTPOJIb», KOTOPbIE MOTYT 3alIUTUTh PEOCHKA OT HEXENATEIbHOTO KOHTEHTA.
B ocHoBHOM 3TO0 KOMMepdeckue npoaykThl: Kaspersky Internet Security 2012,
Kaspersky Crystal, Kaspersky Internet Security 7.0, Kaspersky Safe Kids
[Mpemuym, KinderGate Poaurensckuit koutpons, ChildWebGuardian, Spector
Pro 6.0, KubepMama, Eset Nod32 wu napyrux. OjHaKo CyIIECTBYIOT H
OecrutaTHble TMPOAYKTHI, Hampumep, Avira Free Antivirus 2013 ¢ BeO-
npuioxenneM  Avira  Free  SocialShield. HWcnomws3zoBanme — QyHKIUMH
POAUTENHLCKOTO KOHTPOJS MOAPOOHO OMHMCAHO B HMHCTPYKLHUSAX MOJIb30BATEIIS
JUIsl aHTUBUpYCA.

Crout oOpatuTh 0c000€ BHUMaHKHE HAa HATMYKUE (YHKIIUU POAUTEIHCKOTO
KOHTPOJII MpU TPUOOPETEHHH AHTUBHPYCHOM MpOrpamMMbl WM MPOJJIECHUU
JULEH3UMH Ha  CIENYIOUMH  roj, COOOWMTh O  BalleM  JKEJaHUU
pacnpoCTpaHUTENI0  IporpamMMHoro  oOecnedyeHus. [Ipaktuuecku  Bce
COBpEMEHHbIE pa3padOTUMKU aHTUBUPYCHBIX MAKETOB UMEIOT B CBOEM apceHasie
MPOYKTHI [JIsi oOecrieyeHus: 0e30macHOCTH pPeOEHKa B CETH, OJIOKHUPOBKHU
HEXENATEeJIbHOIO U OMIACHOT'O KOHTEHTA.

Bosmoosicnocmu pooumensvckozo Konmpons.

1. Qunvmper Web-caiimos.

Crnoa-3amnpetsl (QuibTphl). Bl 3amaere HaOop KIIIOYEBBIX CIIOB, U €CIIU
4TO-TMO00 W3 HMX CIHCKAa OOHApy>KWBaeTcss Ha WeD-cTpaHuile, TO OHa He
OTKpPBIBAETCS.

Coznanue Oenoro cnucka. bonee xecTkuil crmoco0 KOHTPOJsS, KOrga Bbl
CaMOCTOATENILHO ~COCTaBJIsieTe O€Nbld CHOUCOK CalTOB, KOTOPBIE MOXKET
noceniaTh peoeHoK.

Co3gaHne 4epHOTO CNUCKa. B 4epHOM CIHCKE YKa3bIBAaIOTCS CaWThI, Ha
KOTOpble peOeHKYy 3axoauTh 3ampeiieHo. IIpunoxkenune pabotaer c¢ Oaszoi
JaHHBIX, TAE COAep X aTcs caTel Ans B3pocibiX. KpaliHe kenaTesnbHO, Y4TOOBI
CHHMCOK pEryjsipHO OOHOBisICS uepe3 WHTepHeT, MHAaue MOSBICHUE HOBBIX
pECYpPCOB OBICTPO ClIENAET 3aLIUTY HeaKTyallbHOM. PoauTenu MoryT paciiupsTh
YEpHBI CHUCOK CANTOB HAa CBOE YCMOTPEHHE, IPU JKEJIAHUH, HCIOJIb3YS
aBTOMATU3UPOBAHHYIO MH(GOPMAIIMOHHYIO CUCTEMY BEJIEHUSI U HCIOJIb30BaHUS
0a3bl JAaHHBIX O calTax, COAEpPMKAIIMX 3aANPEHIEHHYI0 K PACIPOCTPAHCHUIO B
Poccun wunbopmanmio, yrBepxkacHHyr IlocranoBnenuem IlpaBuTenncTBa
Poccuiickoit ®denepanun ot 26 okxTs6ps 2012 roma Ne 1101 «O enunoi
aBTOMATHU3UPOBAaHHON MH(GOPMALMOHHON cucTeMe «ENUHBIN peecTp JOMEHHBIX

VIMEH, yKaszareneu CTPaHMIY CalTOB B
UH(POPMAIMOHHO-TEIECKOMMYHHUKAIIMOHHON ceTn «MHTepHET», U CeTeBbIX
azpecoB, MIO3BOJIAOLINX UACHTU()ULIMPOBATD CalThI B

MH(OPMAIMOHHO-TEIEKOMMYHUKAIMOHHON ceTtu «HTepHeT», coaepKaime
uHpopmarmio, pacrpoctpaHeHue koTopoit B Poccuiickoit = ®Deneparuu
sanperieHo»y (https://reestr.rublacklist.net).

2. OepanuyeHnue 8pemeHuU, NPOBOOUMO20 PEDEHKOM 3a KOMNbIOMEPOM.



OHpC,Z[CJ'IHﬁTC paciinucCaHue MMOJIb30BAHHUA KOMIIBIOTECPOM U I/IHTCpHCTOM,

BbIOHpaiiTe JOMYCTUMOE BPEMS CYTOK M MPOIOJKUTENILHOCT paboThl. Tak Bam
HE PUIETCS MPOTOHATH PEOCHKA OT KOMITbIOTEPA U BCTYIATh B KOH(JIMKT -
CEaHC 3aKOHYUTCS caM COOOM.

3. VYcemanosxka 3anmpemos mna ucnonvsogamue OemvMu  0MOENbHBIX
npocpavmm. Bo wu30exaHue pazIUYHBIX HEAOPA3YMEHUW POJUTENTU MOTYT
OTPaHUYMUTh CIHMCOK MCHOJB3YEMbIX PEOCHKOM MPOTrPaMMHBIX MPOIYKTOB.
BOJIBIIMHCTBO COBPEMEHHBIX OINEPALMOHHBIX CUCTEM HMEIOT B CBOEM COCTAaBE
MHCTPYMEHT JOCTYIIA IIOJIb30BATENEN K NMPOIPAMMHBIM NPOAYKTaM, 4YTO JAET
BO3MOXKHOCTh ~ OrpaHHYEeHMs]  JocTynma pebeHKa K  HeXelaTeIbHbIM
IIPOTPAMMHBIM IPOIYKTaM.

4. Vnpaenenue odocmynom K ucposvim npunodiceHusm. Bo3MoOxKHOCTH
POJUTENIBCKOTO KOHTPOJIS MO3BOJISIOT MOMOYb JIETSM UrpaTh B O€30IAacHEIE,
ApyKeMo0HbIe, 3aHUMATENbHbIE M O0YYalolle WIrPbl, COOTBETCTBYIOLIUE HX
BO3pacTy. B wacTHoCTH, ponuTenu MOTyT OJIOKMpOBAaTh Kak BCE UIPhI, TaK U
TOJBKO HEKOTOpbIE W3 HUX. J[OTMOJHUTEIBHO POAUTENN MOTYT YCTAaHABJIMBATH
paspellieHUe WM 3amnpeT Ha JOCTyH K OTHEIbHBIM HWIrpaM, HCXOId U3
JOIYCTUMOM BO3PACTHOM OLIEHKH M BHIOOpPA THIIA COJAEPKHUMOTO.

5. Kypnan omuemoe o pabome pebdenxka 3a komnviomepom. C 1ENbIO
aHajau3a TOrO, YeM 3aHUMalcs pPEOCHOK 3a KOMIBIOTEPOM B OTCYTCTBHE
B3POCIHIBIX, KAKHWE MPOrpaMMBbl 3alyCKall, KakKUE€ CaWTbl IPOCMATpuUBal B
WuTepHere, ¢ keM o0Imaics U T.J4., POAUTEICKUNA KOHTPOJIb BEIET ayJUT BCEX
JEUCTBUM MOAPACTAIOLIETO MOJIb30BaTeNsA. B KypHan 3aluchbIBalOTCA ajpeca
IIOCELIEHHBIX IeTbMU CcTpaHull IHTepHeT. B HEKOTOPBIX MporpamMmax >KypHai ¢
OTYETOM MOXKHO TOJy4yaTh IO 3JEKTPOHHOW IOYTE, YTO OY€Hb yJIOOHO, €ciu
POAUTENL HAXOAUTCSA BHE JOMA, U XOYET IIPOCMOTPETh, KAKUE CAUTHI I1OCEILAII
peOeHOK.

Eme pa3 HEOOXOOMMO HAlOMHHUTH, YTO JUIsl OTPAaHUYEHUsS JIOCTyNa K
HEXKEJIATEIbHOMY, OIIACHOMY KOHTEHTY B HACTOSIILEE BpEMS HMEETCH
BO3MOXKHOCTh BBIOpaTh Kak KOMMEPUECKOE, TaK U CBOOOIHO PACIPOCTPaHIeMOe
nporpaMMHOe oOecrieueHne W cepBHUCH, 00 Tapudubie omuuu HHTEpHET-
POBalIEPOB, TMOO CHEIUATbHBIE BO3MOXHOCTH aHTUBUPYCHBIX MPOTPAMM.



